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g the audience agency

Understand who your audiences are.
Discover who they could be.



Great to be here?






Box Office Crisis Catchphrase










Were they that bad?



GDPR is coming. It is here.

e GDPR adopted Europe-wide - May 2016

e Transition period:

2018. No escape

e Non-compliance t

the ICO will enforce GDPR - May

because of Brexit

nen = liable to prosecution

 Fundamental change of approach

e Not JUST Ticketing?

e Organisations need to get ready now!

DO



How GDPR will be enforced...

We recently met the ICO to
find out what the major
implications for arts
organisations will be resulting
from how GDPR will be
enforced.

¥
We've summarised what we l O
think are 8 Pillars - key things c -
that organisations should Information Commissioner’s Office
think about - as you're likely
to have to do things
differently from the way you
do them now...
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8 Key Tests

Demonstrate

Granularity

Tying up Consent

Right to Withdraw

Easy to Withdraw

Inform of Rights

Performance of Contract

Automated Processing
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. Organisations must demonstrate consent

e GDPR requires consent obtained: clear,
unambiguous language, 100 words

e Organisations must be able to evidence consent

e Organisations receiving shared data must be able
to show data subjects when/how consent was
given, and for what

e Data to be shared will need to include audit trail:
e date
e channel
 specific wording of the notice
e how the data subject indicated their consent
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2. Granularity of consent

e Specific intended uses must be notified - e.g.
fundraising separate permission from marketing

e Specific intended comms channels must be

consented - es
e Opt in cannot
e Synchronisatio

pecially email, SMS, phone
be a ‘condition of service’
n
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3. Flexibility of consenting for customers

Ability to say "yes” to SMS, "no” to Emails. "Yes" to
Theatre shows, "no" to fundraising.

Tying-up consent is not allowed - i.e. email ticket
delivery = email marketing opt-in.
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4. Cannot make consent a condition of service

Not making someone on the mailing list as they tick
e-ticket option, then disallow e-ticket if they opt

out.
WiFi = acceptable - as you don't have to use WIFi
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5. Right and ease of withdrawal of consent

e Clearly give the right to remove consent on all
comms - untick the box.

e Opportunity to opt-out - includes from processing

e Right to be forgotten = personal details deleted
(except where an financial audit trail is required)
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6. Simple clear language

Consent must be freely given, specific and informed
- reasonable expectations. Can what you're doing be
"reasonably expected” by the data subject, given the
notification and consent that have been given.

Does the phrase, "Don't untick this box if you do not
wish us not to contact you?”

Inform at time of consent of right to withdraw.
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7. Performance of the contract

The statement displayed or given to the customer
about their unequivocal right to withdraw consent at
ANY time performance of the contract, tied to

consent.
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8. Stricter rules on “consent” for data sharing

e No “third party” option for sharing notifications

e No “described types of organisation” option for
sharing notifications

o Companies with which data is to be shared have
to be named - opt-in required for each

e If you think you may not have compliant
permission - contact to further clarify = legitimate

e Data controllers and data processors, not software
suppliers, liable
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9. Automated Processing

e People have the right not to be subject to
automated processing

e The right for a human to review decisions or
actions based on processing of held data

e Mortgage Decisions or rates based on credit
nistory

« Human review may not change the decision for
processing but there is this fundamental right

e Protection from erroneously held data affecting
customers
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10. Right to be Forgotten

e Untick the box and then.......7
e Completely remove all record of customer

e Does not apply where contractual or legal
requirement

e Delete record....but what about audit logs?
e Linked to consent, processing and others

e GAH! Marketing

e Lots of ’New’ Customers Possible
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How About Some Examples?



Let’s Start Somewhere

Sign-up forms

DO



Best #1 Google Result Ever! - “Shit sign up form”

Untick this box if you do not wish to receive relevant information and promotions
[] Tick this box if you wish to receive relevant information and promotions by email

[]! have read and understood the privacy policy and wish to register

register

DO



eInform of Right to
Withdraw
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Granular Enough? Too Much?

You are here -» Newsletter Signup

NEWSLETTER SIGNUP

I'm interested in

[T Activities and events for families

("] Activities for young people (13-25)

("] Art exhibitions

[ Corporate events and venue hire

(") General group visits

("I Information for schools and learning groups

[ Sculpture in

[~ Supporting

[ The

("I Workshops and late night events for adults
Forename * l I
Surname * I |

Address Line 1 | |

Address Line 2 | |

Postcode I I

Email Address * | |

Mobile Number | |
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e Granular
e Right to Withdraw
e Easy to Withdraw

e Inform of Right to
Withdraw
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Granular Enough?

1. Details
2. Address
3. Contact Preferences

Contact Preferences

| 1'would like to receive information by email from the

| 1'would like to receive information by post from the

| 1'would like to receive information by email from the Theatre Companies | attend.
| 1'would like to receive information by post from the Theatre Companies | attend.

Create my account
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Steps to Compliance

e Simple

e Clear

e Inform of Rights

e Make it Easy to unsubscribe

o AUDIT of what they signed up for.
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It’s not ALL / JUST
about sign up forms
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Do you have layered data?
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Who Catches / Stores Data from / in These?




Yes, No, No, Yes, Yes, Yes, No, Yes, No, No, Yes

 Where / when was consent given?

 When / where was it withdrawn?

* Granularity is our friend!

* Opt out Fundraising Letters, Stay in Promo Emails
« We've not ‘lost’ contact
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Offers, Transactions and
Trade Offs
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‘Trade Off"

U co
Company
~ Logo

FREE WIFI
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How Compliant?

e T A g o f :
“;“. AT&T UE 1213 PM 1o eeeec yodafone UK 3G 09:30 - eseeeC yodafone UK & 09:31 - Carrier = ¢ 12:28 PM -
deepcoolclear.com nhm.ac.uk nhm.ac.uk tstwww2.tate.org.uk <
WholeFoodsMarket NHM-Public-Wifi NHM-Public-Wifi
Log \o Soeoe Log In Cancel < LogIn Done L ' ATE
WHOLE ES
L2l [N) NATURAL HISTORY MUSEUM
r{lA;rIUOR:# Piease sign nto Tate wif 10 access cur mobile
Whole Foods Market Wi-Fi . o
Free wifi MUSEUM
Accept Terms & Welcome to the Natural History Museum Welcome to the Museum.
li N . . '
S0 Ontine free Wi-Fi service. Find out what's on using the links below. :
wiy
Terms of Use You must read and accept the following . 4900 10 Tato wif acuoms fasms of g90
o Get our email updates
terms and conditions to proceed. Pioase tick Ve Box f you woukd ke 10 feceive
Get Email Updates Sign up to hear about our news, events, A R S DRRS
( Wi-Fi terms of service competitions and more. and i
(© This Store’s News & Specials | Accept the Terms of Service W Tate wi Aot Share your porsonal data wih Ted
Or ; A parties, 500 our wedsite privacy polcy. You
oo Can unsubecrte ot any tene. i you Rave a Query
O Coupons & Deals mmmr&mﬁmm;mw Bbout Cur ©-bulieting, please COMAC us
© wnole Foods Market Nows Wi-Fi terms of service ::f’mf‘:;::"“’ ""“‘zj" = o
soum your information in i
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http://www.vam.ac.uk/blog/digital-media/mobile-wifi-screens



Transaction

A== 'WTORONTO
BLUE JAYS
] : » BLUEJAYS com./[IHNET
w A1 .
SEASON
e 0143
= D LON SALE NOW!
\ © G s

« We MUST have your email address to send your
ticket

* You MUST sign up to our newsletter when buying
tickets Q



JOIN OUR MAILING LIST

Sign up to be the [irst to know about our new collections and
exclusive offers and receive 10% off your first order
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Automated Processing

‘omputer "s‘bym
T e .
I v

vos -
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Automated Processing

e The RIGHT to not be subject to Automated processing

e Does not mean you cannot use it

e Review does not mean reverse the decision
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8 Key Tests

Demonstrate

Granularity

Tying up Consent

Right to Withdraw

Easy to Withdraw

Inform of Rights

Performance of Contract

Automated Processing
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What are System Providers Doing?

je:idft'l‘u\ra SPEKTRIX « ﬁAudience\new J PatronBase*
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Some Suppliers......
Learn About Ticketing Systems

IT'S TOTALLY . &=
FERNG F’D
MATE, BIG.TIME’

A LADYBIRD’BOOK
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A Clear Line / Handover
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Touring companies receiving shared data

e Must register as data controller with the ICO

e Obliged to handle data under all GDPR principles:
o Lawful, fair, transparent
» Specified purposes
o Adequate, relevant & limited to purpose
e Accurate & up to date
e Storage limitation - no longer than necessary

e Secure against unlawful processing, breach, loss,
destruction, damage

e Accountability - demonstrating compliance
e Set and increased penalties
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Resources and help...

e List of resources to include:

e |CO guidance

« DMA

e The Audience Agency

e Institute of Fundraising

e« www.audiencedatasharing.org
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Summary..... after only 52 other slides!

e It’s big and it’s here

e No Escape - even if we’re strong and stable

e “It’s not really aimed at our type of organisation”
e Make a Start

« Remember - it’s not JUST ticketing

e Take Advice, Check Guidance, Seek Legal Opinion
e Make a Start
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